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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.col11

Pursuant to 47 C.F.R. § 64.2009(e), LCR TELECOMMUNICATIONS, L.L.C.
hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional infonnation,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,

La e . . Steinhart
Atto ey for
LCR TELECOMMUNICATIONS, L.L.C.

Enclosures
cc: Martin J. Tibbitts
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I, Martin J. Tibbitts, Managing Member ofLCR TELECOMMUNICATIONS, L.L.c.,
certify that I am an officer of the company named above, and acting as an agent of the
company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensme compliance with the Commission's CPNI rules.
See 47 C.F.R § 64.2001 el seq,

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how LCRTELECOMMUNICATIONS, L.L.C.'s procedures ensure that the company is
in compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

L5-~
Name: Martin J, Tibbitts
Title: Managing Member

FCC Anl1ual PUing
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06·36

LCR TELECOMMUNICATIONS, L.L.C. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPNL

LCR TELECOMMUNICATIONS, L.L.C. has not received allY customer
complaints ill the past year concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, 01'

unauthorized disclosure ofCPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances ofimproper disclosure to individuals not
authorized to receive the infonnatioll, or instances of improper access to online
information by individuals not authorized to view the information).

~I <J..--_..,;)
Signed ::-:--:"-:.:-:::::-:-.,,.--::-;:.1---0'~.fJJ~-;-'7'

Martin . Tibbitts, Managin~ ember

FCC At\nual Filing
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Exhibit A

LCR TELECOMMUNICATIONS, L.L.C.

Compliance Requirements



LCR TELECOMMUNICATIONS, L.L.C.
100 West Big Beaver Road

Suite 200
Troy, Michigan 48084

Compliance Requirements

LCR TELECOMMUNICATlONS, L.L.C. ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64.2005 USC- of (:ustomer proprietary networl< information without customer
approval.

(a) Any telecommWlicatioDs carrier may usej disclose) or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchan,ge. and
CMRS) to which the customer already subscribes from the saooe carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrIer, the carrier is permitted to share
ePNI among the carrier's affiliated entities that provide a service offering to the ?ustomer.

(2) If a telecommunications cmier provides different categories of servIce, but. customer does
not subscribe to more than one offering by tbe carrier, tbe carrier Is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) Atelecommunications carrier may not use, disclose, or pencit "",ess to CPNllo market to a
·customer service offerings that are within a category of service to which the subscriber does not already
subscxibe fl:om that carrier, unless that carrier has customer approval to do so. except as descnlJed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or pennit access to CPNl derived from its provision of
CMRS, without customer approval~ for the provision of ePE and information service(s). A wireline carrier
may US~ disclose or permit access to CPNl derived from its prOVision of local exchange serviC0. or
interexchange service, without customer approval, for the provision of CPE and <laB answering, voice mail
or messaging. voice storage and re~ieval services, fax store and forward, and protocol conversion.

(2) A t~lecoromunicatiDns carrier may not use, disclose, or permit access to CPNI to identify or
track customers that call competing service providers. For exampl~ a local exchange carrier may not use
local service ePNI to track all customers that ea1l1oca1 service competitQrs.

(0) A telecommunications cmier may use, disclose, or pennit access to C'PNIl without customer
approval, .s described in this par.graph (c).

(1) A teleconummications carrier may use$ disclose, or pennit access to CPNl, without customer
approval, in its provision of inside wiring installation, maintenanct, and repair services.

(2) CMRS providers may use~ disclose, or permit access to ePNI for the purpose of conducting
re,earch on the heelth effects ofCMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may uso CPNI, without customer
approval, to market services formerly known as adjunct-to~basic services, su.ch as. but not limited to, speed
dia1ingtcomputer~provided directory assistance, call monitoring~ call tracing, call blocking. call return,
repeat dialing, call tracking, caU waiting, caller LD., call fOIVlarding, and certain Centrex features.

Tire Compally lias adopled speciflc CPNI policies 10 e'lsure thai, ill lite absence of Cllslamer IlpprllVal,
CPNI Is ollly userl by lite CompOlly 10 provide or markel service offeril.gs amollg lite calegories of
service (Le., local, interexcltange, altd CMRS) to wllich the cust011ler already subscribes. The
CompullY's CPNI policies proltibil tlte sltarillg of CPNI witlt affilialed compallies, excepl us permilled
ullder Rille 64.2005(0)(1) or wltlt cuslomer upproval pursuallilo Rille 64.2007(b). Tire ollly excepliolls
to tlrese pOlic/e.' are as permi/led ullder 47 U.S.c. § 222(d) alld Rille 64.2005.

Sectiou 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications currier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer1s CPNI obtained by a
teJecomm!Jl1ications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In all circumstances where cusf1Jmer approval is requirel/ to use, disclose or permit access to ePNl, the
CompallY's CPNIpolicies require that tire Compally obluill customer approval througlt writtell, orul or
electrollic melhods III compliallce win. Rule 64.2007. A customer's approval or disapproval rcmaius ill
effect until the customer revokes or limits the approval or disapproval. The Company mabltaills records
ofcustomer approval (whether written, oral or electronic) for a minimum ojoneyear.

(b) Use ofOpt-Out ""d Opt-In Approval PI'OC~.s8es. A telecommun4:ations carrler may, subject
to opt-out approval or opHn approval, use its customer's ind,vidually ideutifiable CPN! for the pmJlose of
marketing communications~related services to that customer. A telecommunications carrier may, SUbject to
opt~out approval or opt-in approval, disclose its customer's indiVidually identifiable ePNI, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also permit such person or entities to
oblah' access to such CPNI for such purposes. Except for use and disclosure of CPN1 that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otileTWise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or perm.it access to its customer's individually identifiable CPNI subject to opt-in
approval.

l1ze Company does not use CPNI for any purpose (including marketing communications~rel(lted

services) ami does '1I0t disclose or grant access to CPNI to any party (inclUding to age1zt,~ or affiliates t/tat
provide commullicatio1ts~related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

(a) Notification, Generally, (1) Prior to any solicitation for C'lstomer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of. disclose of, and access to that customer's ePNI.

(2) A telecommunications carrier must maintain records of notification, whether oral. written or
"--""·-erectrorirc;rofaneast~f. ---------"----------.-----..-------~-----"----------".,--

(b) Individual notice to customers must be provided when soliciting approval to use. disclose) or
permit access to customers' CPNI.

(0) Content ofNotice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to Whether to permit a carrier to usc, disclose, or permit access
to, the customer's CPNl.

(1) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification must specify the types of information that constitute CPNI and ti,e specific
entities that wili receive the CPNI, describe the purposes for which CPNI will be used, and infonn the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to ePNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
prOVision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNL .

(4) The notification must be ccmprehensible and must not be misleadIng.

(5) If written notification is provided, the notice must be clearly legIble, usc sufficiently large
1type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is tninslated into another langnage, then all pOltions of tile
notification must be translated into that languag.e.

(7) A carrier may stare in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon a'ffinnative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tilird-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification of a customer's CPNI rights.

The Company's CPNI policies reqUire that customers be notified Of their riglltsl and tlte Company's
obligations, with respect to CPNI prior to any solicitation for customer approval. All required customer
notices (whether writlen l oral or electronic) comply witlt the requirements of Rule 64.2008. The
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Company mailltains records of all required customer Iwtices (whether written, oral or electronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt~out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) of this section.

,- ,,-, -. _...,--'".._._-_..,,'-"'----~"'-------_.-. __._-~---._,----,--_._-._----_ ..,--'".---"-----_.""-_.._-~-",,.--_._----_._.

(1) Carriers must wait a 30w day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
appiicable waiting period for a response before approval is assumed.

(i) in the case of an eiectronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mall, thc waiting period sllall begin to run on the third day
following the date thatthenotification was mailed.

(2) Carriers using the opt~o~t mechanism must provide notices to their customers every two
years.

(3) Telecommunications carrietS that use e·mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to seud notices via e~

mail regal'ding their service in general, or CPNI in particular~

(li) Carriers must allow customers to reply directly to e~mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail notices that are' retwned to the carrier as undeliverable must be sent to tbe
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNl notices must eusure that the subject line ofthe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt~out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Caniers
may satisfy this requirement through a combination of methods. $0 long as all customers have the ability to
opt~out at no cost and are able to effectuate that choice whenever they choose.

The Compally does 1101 cllrrelllly solkil "opl oul" cllslomer approval for Ihe use or disclosure of CPNI.
The Company does 1101 lise CPNI for any purpose (illcludlllg marketillg cOIIU1tUJ,lcalloIlNelaled
services) and does not disclose or grant access 10 CPNllo any party (including 10 agenls or afJlliales Ihal
provide commullicallons·reialed services), excepl as permitted under 47 u_s_c. .~ 222(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain optwin approval through oral, written. or electronic methods. The contents of any such
notification must comply with the requirements of paragraph (c) of this section.

The Company does not currently solicit Hopt in" customer approval/ar the use or disclosure Of CPNI.
The Company does not use, disclose or grant access to CPNI for allY purpose, to any party or in any
manner t/tat would require a customer's "opt ill" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPNl. (1) Carriers may use oral notice to
obtain limited, oM-time use of CPNI for inbound and outbound customer telephone contacts for the
duration'ofthe call, regardless ofwhether carriers use opt¥out' or optwin approval based on the nature of1he
contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications carriers may omit any ofthe following notice provisions if not
i:eJeviiiii:iOtlle1irmfed" use I",'wh1cntllecarriei: se.Ks"CJlffC..····- ..······....····-·-....· ..·..·-·-----·..·.....··-_....._._.........

(i) Carriers need not advise customers that if they have opted¥out previously, no action is needed
to maintain the opt¥out election;

(il) Carriers need not advi'e customers that they may share CPNI with their affiliates 01' third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
tO I an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny Or withdraw future access
to CPNI, so long as carriers explain to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNl, as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

III instances where tile Company seeks one-time customer approval for tile use or disclosure of CPNI,
tlte Company obtains such approval lit accordance with the disclosures, methods and requirements
contailled in Rnle 2008{f).

Section 64.2009 Safeguards required for use of customer propriet~ry networlc information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
CPN! approval can be clearly established prior to tha use ofCl'NI.

The Company's billillg system allows anlhorhed compally personnel to etl!llly determille Ille slalns ofa
customer's CPNI approval on the customer account screen prior to the use or disclosure ofCPNL

(b) Telecommunications carriers mu,,,t tt"ain their personnel as to when they are and are not
authorjzed to use CPNI, and carriers must have an express disciplinary process in place,

The Company has established CPNI compliance policies that include employee training on restrictions
011 the use and disclosure of CPNI altd required safeguards to protect ftgaiust unauthorized use or
disclosnre ofCPNL Employees have signed that they IInderslalld the CPNl policies alld a violalioll 0/
those policies will result in di$ciplinary action.

(c) All caITiers shall maintain a record, electronically or in some other tnanner, of theIr own and
their affiliates' sales and marketing campaigns that use their customers' CPNL All carriers shaH maintain a
record of all instances where CPNI was disclosed 01' provided to third parties, or where third parties were
allowed access to CPN!. The record must include a description of each eampaign, the speeifie CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minimum of one year.

Tile Company's CPNI policies reqllire thai all sales alld marketillg campaigns il1c1nding Illose utiliZing
CPNI be recorded alld kepi ol1ftlefor at ietl!lt one year. Records are also maintainedfor dlsciosnre or
access to CPNI by tllirdparties. The records Inclnde tile reqnlred ill/ormation lisled ill Rnie 64.2009(c).
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(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situatiolls and maintain records of carrier
compliance for a minimum period of one year. Specifically> sales pers01mel must obtain supervisory
approval of any proposed out·bound marketing request for o\lstomer approval.

The Company's CPNJ policies require empioyee" io obtain approvai from the Company's CPNI
...... G01J11!.Ii@PeQfflc.er1oraUl!!f!r#!il/uKc.amPaig!1S,./I1£I!H!i!JK[lIOS.Vf1(ilAI!!fL,Gl'.lYl,J!!lgL1Q.!J.lltiaI!111L1!Jf!!.,., _'"'.,___._

campaign. Record of tlte marketing campaign.If, along with tlte appropriate supervisory approval is
maitltainedfor at least oue year.

(e) A telecommunications carrier must have an officer. as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the ruies in this subpart. The carrier must provide a statem.ent
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpal1. In addition, the carrIer must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
conceming the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket No. 06~36, for data pertaining to the. previous calendar year.

Tlte requlred officer certification, actions taken against dala brokers and summary Of customer
compiaint docu!llen/8 are included with tltls accompanying statement. Tlte Company will fiie the,,,
documents O1t an annual basis on or befofe March 1 for data pertaining to the previous calendar year.

(f) Carriers must provide written notice within five business days to the Commission of allY
instance where the opt~out mechanisms do not work properly, to such a degree tllat consumers1 inability to
opt-out is more than an anomaly,

(1) The notice shall be in the fonn ofa letter, and shall include the canier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, me remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has' been notified and whether it has taken any
actioll, a copy ofthe notice provided to customers, and contact infonnation.

(2) Such notice mmt be submitted even if the carrier offers other methods by which consumers
may opt-out.

The Company does not currelltfy solicit (fopt out" customer approval/or tile use or disclosure o/CPNI.

Section 64.2010 Safegu3J'dS on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications c3lTiers Inust take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNl. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

The Company's CPNI policies and employee trailli1:g include reasonable' measures to discover and
protect against activity t"at 1$ indicative 0/pretexllng and employees are Illstructed to notifY the CPNI
Campllallce Ofj/cer Ifany sitch ac!lvity is saspecled.

(b) Teiepltone access to CPNl. Tel,eommunications carriers may only disclose call detail
information over the telephone, based on customerMinitiated telephone contact, if the customer fIrst
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the cattier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, Of, by calling the customer at the telephone number of
record. lfthe customer is able to provide can detail infonnatioll to the telecommunications carrier during a
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customerMinitiated can without the telecommunications carrier's assistance, then the telecommunications
cmrier is permitted to discuss the call detail infonnation provided by the customer.

The Company's ePNl pclicies ensure that a customer is on{y able to access call detaillrtformation Over
the telephone in one of the ways listed in Rule 64.ltlIO(b). If the customer cannot remember their
password, they are prompted to answer a security question. Neither the password ItOr the security

,,,.... ,"..__9..l!es~~Cf!Li!!S bas"c:..4_}!!!"!!.f!"lf.!J;f..!!Y.E.il!!!f~~Ijg1l!.'!.pl!.~~qL!!![(}!.'!.!!!!l!!-.~,,!!L,lffcolf.nt .!!![P.!!EB!!!!!!;.,.,_9!l~1?1!1~," .._. .., .__. .._
service representatives are instructed to authenticate customers OVer tlte telephone in all instances except
in the case where the customer provides tlte call detail Information without the assistan.ce of the
Company.

(c) Online access to CPNf, A telecommunications catTier must authenticate a customer without
the use of readily available biographical infonnation, or account infonnation, prior to allowing the
customer online access to CPNI related to a telecommunications s~rvice account. Once authenticated} the
customer may only obtain online access to ePNl related to a telecommunications service account through a
password! as described in paragraph (e) of this section> that is not prompted by the carrier asking for readily
available biographical information, or account information.

11te Compauy's customers do flot currently have access 10 their account online.

(d) In-Store access to CPNl. A telecommunications carrier may disclose CPNI to a cnstomer
who, at a carrier's retail location, first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer's account infonnation.

There are no retail locations.

(e) Establishmeni oj a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, 'a teleconununications carrier must authenticate the customer without
the use ofreadily available biographical information, or account information, Telecommunications carriers
may create a backMup customer authentication method in the event of a lost or forgotten p<lssword, but such
;backMup customer authentication method may not prompt the custOlner for readily available biographical
'information, or account information. If a customer cannot provide: the COlTect password or the correct
response for the back~up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company's CPNI policies aI/OIP for a few lPays to establish a pasSlPord, all of which ensure
compliance with the above paragraph. Each method also allows the customer to estabUsll a bact,-up or
securll)' question In the evellt that tlzey forget their password. In I/O eVe1lt does the Company use readily
available biographical information OT account i1iformatiol1 as a back-Up question or as a means to
establish a" password or authenticate tlte cu.~tomer.

(1) Notification of account changes, Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or Chal'lged. This notification is not
required when the customer initiates service, inclUding the selection of a password at service initiation,
This notification may be through a carderMoriginated voicemail or text message to the telephon.e number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company's billing system generlltes a notification letter when allY of the fields listed in Rule
64.ltllO(j) is created or changed. The Compally Immediately mails out the notification to the address of
record (never a IIew address) when required by Rule 64.ltlltl(j). The content ofth' Iwtiflcatloll complies
with the requlremerl/s ofRule 64.201tI(j).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services tlley provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNI.

Tlte Company does not utJ1ize the busllless cu~·tomer exception at this time.

Section 64.Zllll Notification of customer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement of a breach ofits cnstomers' CPNI
as provided in this section. The carrier shall not notify its cllstomers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
Jaw enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) tlrrough a centra! repOlting facility,
The Commission will maintain a link to the reporting facility at httl':ilwww,fcc,gov/eb/cpni.

(1) Notwltllstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the·public until 7 full business days have passed after notification to the USSS and
the FB! except as provided in paragraphs (Z) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notiJY any class ofaffected
customers sooner than otllerwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agencfs request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that the pUblic disciosure or notice to
;customers would impede or compromise an ongoing or potential crimillallnvestigation or national security)
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the a.gency. If such
direction is giveo1 the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extensiou) and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be co11tcmporaneously logged on the same reporting facility that contains records of
notification.s filed by carriers.

(c) Recordkeeptng. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to ti,e USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, ifavailable, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach,
Carriers shall retain the record for a minimum of2 years.

The Company has policies mzd procedures in place to ellsure compliance with Rule 64.2011. Wi,en it is
reasollably delermilled lilal a breaclt has occurred, lite CPNI Compliance Offwer will 1I0tify law
enforcement and its customer in the required timeframes. A record oftlte breach will be maz'ntailledfor
a mlllimum Of two years and will include all Informalion required by Rule 64.2011.
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